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This Agent Orchestration Security White Paper (“this document”) is a document that introduces the
security measures implemented in the infrastructure and applications of “Agent Orchestration,” the Al
operations execution platform provided by Saison Technology Co., Ltd. (“the Company”).

1. The Company’s Initiatives

(1) Information Security Policies

The Company has established a basic policy for information security. Please refer to the
following URL for details.

https://www.saison-technology.com/security (Japanese only)

In addition, the Company has obtained ISO/IEC27001:2013" certification, the international
standard for ISMS (Information Security Management System) accreditation.

(2) Information Security Incident Handling
In the event of an information security incident, the Company has established a contact point,
internal responsibility structure, and response procedures.

2. Security Measures for Agent Orchestration

(1) Cloud Computing Environment

Agent Orchestration utilizes Amazon Elastic Container Service (ECS) on Amazon Web Services
(AWS) as its cloud computing environment.

Please refer to the following URL for security measures of the cloud computing environment.
AWS Security Center

http://aws.amazon.com/security/

(2) Confidentiality

To ensure the confidentiality of communications, Agent Orchestration always applies SSL/TLS
encryption to data transmitted between Agent Orchestration and clients.

To prevent unauthorized use of registered accounts and connection information, Agent
Orchestration appropriately protects account passwords used for sign-in on the authentication
platform. Additionally, confidential information such as connection details is stored in encrypted
form.

(3) Availability
Agent Orchestration is configured so that, in the unlikely event of a failure in the active data
center (AZ), the application can be restarted in a different AZ to quickly restore service.

(4) Security Measures in the Development Process

Agent Orchestration is developed in a secure environment specified by the Company.

To detect vulnerabilities in source code at an early stage, we conduct verification using static
source analysis tools and pseudo-attack type vulnerability diagnostic tools during the
development process. We provide a development environment, a staging environment, and a
production environment (customer's environment); a mechanism is introduced to prevent
deploying untested applications to the production environment. We also incorporate regular
vulnerability inspections and handling into our development process.

3. Operation

(1) Penetration Test
Agent Orchestration conducts penetration tests as needed, such as during major releases. These

5 | Agent Orchestration ¥ 2 Y 7 47K 7 A b ~—,%— / Agent Orchestration Security White Paper



https://www.saison-technology.com/security
http://aws.amazon.com/security/

tests are performed at the interval of each major release.

(2) Monitoring

We monitor the common systems that make up Agent Orchestration (dead/alive monitoring,
CPU/memory monitoring). Using an automated monitoring system, we notify our operations staff
and developers when anomalies are detected or warning thresholds are exceeded, and we
contact the customer as appropriate based on the situation.

(3) Incident Management

In the event of a significant failure or other incident at Agent Orchestration, the incident will be
handled in accordance with the incident management procedures separate from those used for
normal inquiries and operational support. Information will be sent to customers as necessary, in
accordance with our established procedures.

(4) Access Control

(D  Storage of Customer Information
Customer information is encrypted and stored within Agent Orchestration. It is not placed in
an externally accessible zone.

(2 Measures Against Unauthorized Access

Only pre-approved users can access Agent Orchestration. Password authentication, as well
as multi-factor authentication using smartphones, are introduced. In addition, limiting access
to the management server to communications from internal sites reduces the possibility of
unauthorized access due to intentional or negligent acts.

@3 Management of Employees

The Company provides security education to all the employees (including employees of
subcontractors) when they join the Company (upon receiving their employment) and
regularly. We implement physical security measures such as access control to the office to
protect information processing equipment.

4. Data

(1) Backups
We apply continuous automatic backups to the primary data stores stored on the service.

(2) After Termination

If a customer cancels the contract, the customer will not be able to access the service after the
contract termination date. Any data remaining in the service at the time of contract termination
will be deleted after the contract termination date. The data cannot be restored even if the
customer resumes the contract and resumes the use of the service.

5. Risk Management and Insurance

The Company carries IT business liability insurance.

6. Notification

This document describes information as of the publication date, which is subject to change
without prior notice. Please refer to the following URL for the latest information.
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Agent Orchestration Service Specifications, Appendix 6: "Security White Paper"
https://www.saison-technology.com/service/.assets/agent-orchestration-security-white-

paper.pdf

Customers are solely responsible for their independent evaluation of the information in this
document and their use of Agent Orchestration. This information is provided "as is" without
warranty, either express or implied.

End
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